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1 SEBIEDR

1.1 JLINKJEFRER

HEN (N32WBO03x_SDK\utilities\dfu\Image\JLINK ProgrammingDemo) H 3% .
Wil (JLINKProgrammingbat) 4, BHEMAATE DHd, WHE.
B

FF FF FF FF
FF FF FF FF

01
0 00 FF FF FF FF FF FF FF FF

: If'F' FF FF FF FF FF FF FF FF

T:25:19)

F—2: NSUtI LA FiBootSetting.bin, 7417 i 7xBootsetting created successfully! it B SO A AR T) -

1. 521s

00 JLink#ER5 0 FFlashe

Downloading file [I
T LiIJl" F.l downl

I B APPL.bin®s F Flash.
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T L111L
__T LlIJl".. F]. 1sh
0. K.

ETRED & VECTRESET bit.

B ERLEH

JLINKWW&}V?, 2%, 5 AMasterBoot.bin, Bootsetting.bin, APP1.bin, APP2.bin, ImageUpdate.bin, &1

2, SEMHLEBE R TAE, WREeRA T, FRER BV it ADEEP SLEEP, #J BL 25 $hAT
<<JL1NKPr0gmmmmg.bat>> et b,

MasterBoot.bin HMasterBoot Keil fF242 %, A2 &G HIFE keil > option for target > User = Run #2.
Bootsetting.bin HNSUtil python T A, bootsetting s 454 5 55 — 2 55—

APP1.binfIAPP2.bin FH AppOTABIFEAE ik, B EKE A FH 2 keil > option for target = User = Run #2.

ImageUpdate.binFHImageUpdater I F2 4 B, A2 2 25 B2 keil > option for target > User = Run #2.
Bin S (38 47 i AN D e iR 72 2 5 A VRGN 2

YA LT HFTHF (JLINKProgramming.bat) CAF.
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set JLink path=..\..\JLink\JLink Vé&32\JLink.exe
set JLink script_path=..\..\JLink\JLink Scriptidownload.jlink
set N5Util path=..\..\NSUtil\N5Util.exe

::Creating bootsetting file

::bootsetting.bin path

set output bootsetting=.\Image\bootsetting.bin
::bankl parameters, nonoptional

set bankl start address=0x1004000

set bankl version=0x00000001

set bankl bin=.\Image\APPl.bin

set bankl activation=yes

::bank2 parameters, optional

set bank2 start address=0x1020000

set bank2 version=0x00000001

set bank2 bin=.\Image\APPZ2.bin

set bank2 activation=no

::ImageUpdate parameters, optional

set image update start address=0x0103C000

set image update version=0x00000001

::set image update bin=.\Image\ImageUpdate.bin
set image update activation=no

::Public key, optional

::5et public_key file=.\keys\public key.bin

F P AT P& Eibank ] activation=no, bank2 activation=yes, _IHlJHzbank2 L, A LLEE § D326 A PB1
(115200N 8 1) WHEITENE R, A LLE LED I MLED2NERIRE R, APP1LLI00ZFP AR, APP2

PASO0Z AP AR, W54 8 ZRNATION] #5424 R

F a6 \] L& 2 bank1_activation=no, image update activation=yes, & # HFTEIRE, SHEE TR

ImageUpdate 5t #%5) &R

TR, activation R — /MR AT UHRE .

12 BHOFRES

N (N32WB03x_SDK\utilities\dfu\lmage\UartProgrammingDemo) H 3.
Xt (JLINKProgrammingbat) SCIF, BHMAITE HIH.

MBootsetting.bin o] PAFE H, 8 F A A A bank 1 fllbank2 G2/,  Hbank 1 727 305
APP1.binflAPP2.bintH AppUsart{fI B2 A= i, AEREEI2 B E IFE keil > option for target = User > Run #2.
YA L HFTIF (UartFirmwareUpdate.bat) A
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set NSUtil path=..%\..\NSUtil\NSUtil.exe
:: APP.bin is the update firmware
:: ——app_start_address is the address of update firmware
:: —-app _version is the version of update firmware
: ——serial port is the serial port number
set app bin=.\Image\APP2.bin
set app start address=0x1020000
set app version=0x01020304
set serial port=COM3

tNSUtil_path% ius serial %app_kint ~
——app_start address %app start address$
——app _version %app_ versiont
——serial port %serial port?

& Mserial_port=H CLHLMN YA 5 GRS BB WA E SR, USBH & D448 PB6 G 7 TX) FIPB7
GERRXD, TRAFRM
Miti (UartFirmwareUpdate.bat) XA, BH 21T % NITEIZ R

utilitieshd

3 [EEEEEEEEEEEEREERRERE SRR RS GGG
_I te e in 2.13s

JLINKBR AR sbank IR FHAT (PBOMIS @), Hf I BRIATH e Bbank2FE 4T (PAGIIS BRI mD, H
Fr Al L& ekapp bin=.\Image\APP1.bin, app start address=0x01004000, 15 & [1ERIAF+ L bank1F27HAT -

1.3 BT “XBank” FHEES

3t N\ N32WB03x_SDK\utilities\dfu\NSAndroidUtil\ H 5% , F #l % 3% NSAndroidUtil.apk 3 ff . 7 #f A
N32WB03x_SDK\utilities\dfu\lmage\Dual Bank Update Demo\H 3%, *ii (JLINKProgramming.bat), e[
PERE Fr

T AN32WBO03x_ SDK \utilities\dfu\Image\Dual Bank Update Demo\Image\ H 3%, ¥ (ota_dual bank.zip) {4
P ULBIFHLA A& L

R, FATIEFNATIONS (MAC: 66:55:44:77:22:99) %%

NSAndroidUtil : V1.0 Disconnected

o E R i R
RERN iRt -
interval latency tireout
MTU
OTARE{FFE
FHR
R
3 i IR

FiEER i
NATIONS
66:65:44:77-22:99

Device Information Service
Manufacture

St B A RS i Connected, F i S0, i%Ffota_dual bank.zip SCF .
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NSAndroidUtil : V1.0 Connected

B EREiE LiE
BERM NATIONS i ihil 66:55:44:77:22:99
interval : 36ms latency : O timeout : 5000ms
MTU : 20
OTARIfFH
FHifh
AR
Rty |
HREER

Device Information Service
Manufacture
Model
Serial
HW wersion :
FW version
SW version

THREE BT EEBTRBA A, mETH, WETHZORETAL, BRI

NSAndroidUtil : V1.0 Connected

AR IE i ¥
L |

BEEIR NATIONS &L :66:55:44:77:22:99

interval : 36ms latency : 0 timeout : 5000ms

MTU : 20
OTAREFFH4

\ FHR FHpk A

b4l

FHY

2 1
1
1

SIZE OXOODO3RE

Device Information Service
Manufacture
Model
Serial
HW version
FW version
SW version

a ota_dual_bank zip ¥
6E15E, 38,29 kB, ZIP 14 Lt

NSAndroidUtil : V1.0 Connected

B2 Ui FF
IREER NATIONS IR E L 166:55:44:77:22:99
interval : 50ms latency : O timeout : 5000ms
MTU : 244

OTARE {474

FHR PR A 75
create_ota_image_transfer

3 {H

IMAGE_Ui
IMAGE_t

Device Information Service
Manufacture
Model
Serial
HW version
FW version
SW version

THREHR, WA QBT THeIRE BonTHEAERT .

: V1.0 Disconnected

BEF 2 R

REEWR g st
interval : latency timeout
MTU

OTARI {4 FH4%

FR Fh49 4 75

OTA PRN : 2048

hin 7.369s

{4

S OX0103CCON

Device Information Service
Manufacture :
Model
Serial
HW version
FW version
SW version

N

H P AT ( GenerateUpdateImage.bat), Wy 2178 115 E..
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NAGE_UPDATE_
TNAGE_UPDATE_
INAGE_UPDATE._

LA AR B ST A 24 BRSO P i B 1) S 8 R Image SCEEIE R bin S, HIMEWEF A6, v 247 & A 2
/ndfu_setting.dat>C A 445, HIConfig. txt 31 Hi# .

1.4 ¥W7F “HBank” ARER

H#EAN32WB03x_SDK\utilities\dfu\NSAndroidUtil\ H 5%, FAH122ENSAndroidUtil.apk 45

B #F A N32WB03x_SDK\utilities\dfu\lmage\SingleBankProgrammingDemo\ H % , X i
(JLINKProgramming.bat), ¢35 E{F2)05 .

Pk AN32WB03x_SDK \utilities\dfu\Image\SingleBankProgrammingDemo\Image\ H 3%, } {ota_single bank.zip)
AP DLEITF-HLN B A A&

MdTERE, HAETIEFENATIONS (MAC: 66:55:44:77:22:99) %%

St B A RS Connected, F R S0, i FFota_single bank.zip XA
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BRI
NSAndroidutil : V1.0 Connected

ESFE iR E [iiEas
FERMIIE

IRIEEIN NATIONS L 66:55:44:77:22:99
interval : 36ms latency : O timeout : 5000ms
MTU : 20

OTARE#FHR
HER FHRE A

-H-“Gﬁu.f'“%

S5 1 001004000

X

| I\PP'I WE In I 1002
APP1_SIZE : Oxl0004k
APP2_ ;Ta\I'T ADDRES

I7E fo[f[ff[f
UPDATE_START_ADDRESS : Cxl105cCO0
UPRATE_VERSICN - Ox00000002
IMAGE_UPDATE_SIZE : 0x00C03882

Device Information Service
Manufacture :
Model :
Serial :
B ota_single_banl.zip " A HW version |

6H15H, 24.67 kB, ZIP I3#4 34 FW version :
SW wersion :

TR BT ULEE BRI/, mdiTt g, ST IORENA, HEFIEM, Hbank R &
WiIF EIE — K, S e AR AR A O B B

NSAndroidUtil : V1.0 Connected

EFEWRIE i
TR NATIONS il :66:55:44:77:22:99
interval | 50ms latency : O timeout : 5000ms
MTU : 244
OTARE #F+k

FHE FEEA
create ota image transfer.
HiBai=R

prer ] APP_START_ADDRESS : 0x21004000
UPDATE_START_ADDRESS : 0x0103c000
Dx00000002
OxCOD0358C
Device Information Service
Manufacture :
Model :
Serial :
HW version :
FW version
SW wversion :

W F R R TR AR L, THR AR R TR .
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NSAndroidUtil : V1.0 Connected

EFBMEE HETT

IREET ImageUpdate  (EfFHRELE 166:55:44:77:22:04
interval : 60ms latency : 0 timeout : 5000ms
MTU : 244

OTAE#F+

F & FH A
[ send image data..

HEER
At APPI_START_ADDRESS : Ox(1004000

| | APPI_VERSIGN - 0x0COCAI00E

 APPI_SIZE: 0xCO004bor
APP2_START_ADDRESS : CadHHHHH
APPE_VERSION ;| OxFFIFFfff
APPL_SIZE : G
IMAGE_UPDATE_START_ADDRESS : Cxl103cCO0
IMAGE_UPDATE_VERSICGN © 0x00000002
IMAGE_UPDATE_SIZE : Ox0OC035882

Device Information Service
Manufacture :
Model :
Serial :
HW version :
F'W version :
SW version :

NSAndroidUtil : V1.0 Disconnected

BT SRBE b

IREE [iedieg.chila
interval : latency : timeout :
MTU :

OTA[E #FH5

HE FHBE A
OTA Finish in 18.511s, PRN : 2048
THEEIZE

j:{'_‘r_ APPI_START_ADDRESS : 001004000
APPI_WERSICN - Ox00000002
APP1_SIZE : OxC0004 b
APPL_START_ADDH
APP?_WERSION ;O
APPL

UPDATE_START_ADDRESS
IMAGE_UPRATE_VERZION & Oxi)
IMAGE_UPDATE_SIZE : Ox00C0388c

Lol 103000
002

Device Information Service
Manufacture :
Model :
Serial :
HW version °
FW version :
SW version :
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2 FLASHWES

N32WBO03x:ts /iy FLASHH EVE | 0x0100 0000 - 0x0103_FFFF o] 7S (6] 256K 777 o
FE R RIBIEFLASH A i R 1 :

Start Address:

PO Master Boot (8K)

oo 2me. - Bootsetting  (4K)
Patition Table

e a0’ APP Data (4K)
Bond Table

Start Address:
0x0100_4000

APP 1 (112K)
Bank 1

Start Address:
0x0102_0000

Free Space (112K)
Bank 2

Start Address:
0x0103_C000

Image Update (16K)

Image Update (F£/7)

0x0103_FFFF (16K)

LHEREFPAD;
0x0100 0000 — i
Master Boot (/%) - X TR, Bk,
0x0100 1FFF (8K)
- FOFH L ThRE;
Bootsetting  (F4) 0x0100 2000 -
ootsetting  (F¥iE x0100 FLASHA X 2+
(Patition Table) 0x0100_2FFF (4K)
APP Data (##2) APPEIEAFE X ;
0x0100_3000 - . .
(Bond Table) TR ESIFR GPEELIS00FT);
0x0100_3FFF (4K) . -
(User Data) Jell 2= (B A7t P E s XU
APP1 (FE/5) 0x0100 4000 -
- H PR 166 X 35
(Bank 1) 0x0101_FFFF (112K)
Free Space/APP2 (F£/F) 0x0102_0000 - T BE 23 [A] 5
(Bank 2) 0x0103 BFFF (112K) B H P AR T 217 DX
0x0103_C000 - TR 2 ] 5

WF “HBANK” FFHAEH;

MasterBootF2 /7 FE (A2 Bk e N 1 ThRE, AE D FHIhREE .
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EIREK

Bootsetting i 2 LA FBkHE, ATt = H .

APP Data] ' a4 DIk, AR 7R BN, @B AMEAE S, B B IGFLASHA A0 Al CRA
EETTETEIR R BRI o

APPIFEF NH IR .
APP2FEF N 7 4 B/ Bank2 I F2 7
ImageUpdatef2/7 4 “ Hibank” F+Z A FHFET
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3 BHEEW

www.nationstech.com

3.1 Bootsetting

4 Bootsetting CRC Bootsetting LA~ 445 5 508
4 MasterBoot Force Update iR filMasterBoot 5 174
1: $HOF%H

#Rik: OxFFFFFFFF

4*10 Bank 1 77[X 47 istart addresst2 /7 AR Ik
45T size 2T RN
45T ercfR RS E

45 FiversionFE T R A 5
45 Yractivation P2 FRIOE D : 10, e

4*55F Fireserve{f B4

4*10 Bank 2 43X 4 istart addressf2 7 2 ff il
47 i sizeFE T R/
45 i ercFE P B
A7 FiversionfE[F WA &
45 FactivationfR /7 SRS :  1EUE, HE

4%5 % Yireserve s B4

4*10 Image Update 43[X 47 istart addressFE 7R gh b bk
477 fisizefE PR/
47 FicreFEFF AL IR
47 FiversionfE PR A &
47 TactivationfR /P HOFERS: 1H0E, HE

4*55 Fireservelf &4
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64 NIVE H TECCRE AL

Bootsetting crc = CRC32 (MasterBoot Force Update + Bank 1 73[X +Bank2 43[X +Image Update 77X + A
YD

MasterBoot Force Update: MasterBootF2 /7 HIBHX N &, e £ Sk AN # O AR,

Bank 1 77[X: 10 APPIRE (2 aattutl, 2K/, FRFPCRC32AEGME, VLKA P MBS RAS .

Bank 2 73[X: iCXAPP2REFFfSHaMtutl, R A/, FEFPCRCI2AGME, VAKREFP MBIE R A

Image Update 77X : it Image Updatef2/ 7 [Fcia b, 27 K/, F2FCRCI2RIAE, LLAHE 7 0 IR
=

BN o

NP NSUTILL BA SR, FHRAdif.
reserve: TR 7B, HTYE.

3.2 init packet

O F+ 2 Init packet{d F
e [ e e
4 CRC AR E
4 App_start_address B A Tk
4 App_size AR CRALEAD
4 App_crc B R SR
4 App._ version ] A R AR
4*10 Reserve (3]
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3.3 dfu_setting
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NSUTIL.exeffil{ETH 2B H BN E R, WA TR, XTI 52, A o 1 e B R .

4

CRC

DFU_SETTINGHHEA 3l

4%4

APP 1 %

477 start addressFEF FL 44 Hidik
47 sizeFE KD
A7 HiereFE R RS AE

45 FiversionfE i A 5

4%4

APP2 S

47 H5start addressF 72 dG i hE
47 sizeFE T K/
47 FiercFEFF R IR E

4 iversionfE 7 fR A5

4%4

Image Update 544

47 start addressF 7 # 4G Ho gk
477 isizeFE T R/
A7 HiereFE PRI AR

45 FiversionfE i A 5

64

Signature

HASHE AR A i 44 SO

CRC =CRC32 (APP1 % +APP2 Z%{ + Image Update 2% + Signature)

APP 1 S8 JHREFAPPIFE TRk anthhl, FEFP A/, FEFCRC, LLKFRFRRAS .

APP2 . [ MAPPIREF LM HINE, FEF KA, FEFCRC, UUKREFIAS .

Image Update S4(: F+2 [fl{fImage Update®2)7 [ aa bk, 27K/, F2/PCRC, PLRFEFRAS .
Signature = ECC_ECDSA_SHA256 NIST256P (APP 1 Z4{ +APP2 4 + Image Update Z%0)
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(Start Address (Start Address | [Start Auddress | [Stan Address - (Start Address
oo \MasterBoot o090 MasterBoot o0 MasterBoot om0 MasterBoot e MasterBoot
Start A Bootsetting / S8 Ao Bootsetting S ki Bootsetting ey sunaddes: Bogtsetting tart Addre s Bootsetting
" patition Table O S patition Table S [ patition Table 3 """ patition Table < " patition Table
s e APP Data Q Lo APP Data 2 o [Hrdes: APP Data ) e APP Data 2% [ APP Data
_ Bond Table &0 Bond Table 3 % Bond Table mé Bond Table 2 = Bond Table

St ddress F §F [ 2 © [ P ey 2 O[S

100_ § 0100 8000 D ?“ o0 4000 5‘:3 (01004000 ) % | v0100_s000

< ® ' GIRA
APP 1 APP 1 2
)
Bank 1 Bank 1 | Free Space % NewAPP1 " NewAPP1
Bank 1 Bank 1 Bank 1
o e o o
oz o0 otot 0o
APP 2 / Free Space APP 2 / Free Space
Bank 2 Bank 2 APP 2 / Free Space APP 2 / Free Space APP 2 / Free Space
Bank 2 Bank 2 Bank 2
Start Address. Staet Address. [ Seart Address - Star - ;':;;U‘:lc;;
o105 00 o5, 200 s co0 cona co00 X
ImageUpdate ImageUpdate ImageUpdate ImageUpdate ImageUpdate

FH P R FHFE P # bootsetting B4 7 [\IMasterBootForceUpdate A & B 7, AFE A7, 3 AMasterBootf2/T .
MasterBoot#2 /7 16 £ MasterBoot Force Update# B A7, #EN & O FIRFE .

MasterBooti izt 5 FTEZISCHT B4,  #EFkbank | X3JE A FEfF, HE NFEAE, SEEFS5E, BserE e,

B JE BB B AT

4.2 WEF W bankFFHFE

Tart Address © (Start Address : [Start Address -
00100 0RA 2 ctor Boot (SK) 0010 0 qctar Boot (BK) 0x0100_0000 £\ aster Boot (8K)
owo  Bootsetting (4K) e Bootsetting (4K) A o o’ Deactivate APP 1
Patition Table Patition Table & Activate APP 2
H El ress . ress o
T APP Data (4K) = APP Data (4K) P =" APP Data (4K)
Bond Table Bond Table & & Bond Table
T (Start Address © ~ 6\"‘\\' Start Address -
)_4000 0x0100_4000 VS} g\\& 0x0100_4000
APP 1 (90K) APP 1 (90K) APP1 (90K)
4, K
N
Bank 1
Bank 1 % Bank 1 Y, an
© )
2 ©
© % %
Free Space (22K) (% . Free Space (22K) . Free Space (22K)
~,
ST AT % > [Srar Addies 6’4;, [Start Address -
0x0102_0000 < % 0x0102_0000 “ZO 0x0102_0000
e o]
( ¢ APP2 (100K) A APP 2 (100K)
Free Space (112K)
Bank 2 Bank 2 Bank 2
Free Space (12K) Free Space (12K)
STart Address © [Start Address - |Start Address -
0x0103_C000 0x0103_C000 0x0103_C000
Image Update (16K) Image Update (16K) Image Update (16K)

“Xbank” T+ K FHAPP1TFAPP2, 5i# APP2THZRAPPIII ik, THIGRE TR, HiaE, s A~
Jr Rl —FFLASHIX 3%, i/E T+ AT 75 2 2 A4 il — A bank2 [ bin S
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N
y,
4.3 T HbankFHHHFE
P o aster Boot (8K) e wMaster Boot (8K) S aWlaster Boot (8K) aaniz waster Boot (8K) Sene aiaster Boot (8K)
oo 1o Bootsetting (4K) s i Bootsetting (aK) an wiaec Bootsetting (aK) san paom: BOOLsEting (4K} s i Bootsetting (aK)
Patition Table Patition Table o Patition Table N Patition Table ’ Patition Table
ot o APP Data (4K) saradres:  APP Data (4K o ,fm,.,ﬂ,& APP Data (4K) san asdress: - APP Data (4K) [ swartsoress: APP Data (4K)
- x0100_3000 6 Q's M0 O0100_3000 QJ 0x0100_3000 Bond Table
Bond Table Bond Table & & Bond Table Bond Table P
[ e & o [ (0 [Strt Ade-
% &g |oasen 3 |oown
& &
T
APP 1 (150K) APP1 (150K) | . rcspace 15060 £ NEW AP
= Bank 1
Bank 1 \ Bank 1 5 2 APP 1 (220K)
2 e g Bank 1
6@ % q:f an
Y 3 g &
Free Space (74K) ":: Free Space o Free Space gk >
Bank 2 % Bank 2 % Bank 2 §§ Free Space tl" Free Space
3 2 & Bank 2 << Bank 2
it \EEE Y= & P I P
Image Update (16K) Image Update (16K) ] Image Update (16K) Image Update (16K) Image Update (16K)
“ ” 7. {m] = h) {m] y %)
Hbank” F+2:2K HImageUpdatef2 /7 HHAPPIFE T, fLri: F A F2F 0] DT A A 5FLASHIX 35k, 6l ri:

THRLENS, ROV 7 BT S S BUE AR, PLUATH RO &
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EREAR

5 AFinsd

51 BOF&ar4

NSUTIL Tool Chip

APP user program

Repeat the above
steps until reach 4K
bytes

Ma SterBOOt pI'Ogra M Erase ak fi
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BERRAR
5.1.1 Usart dfu

PC_EAiLAan &t s N d =, 0 Fr 2 E A3 AMasterBoot e 1 TR

o Esk 1 0XAA (PC> )
mes 1 0x07 FiGl iAW 51
S 3 0x01,0x02,0x03 95 1115 31

sk 1 0xAA G F->PC)
W) 7 2 1 0x07
5.1.2 Ping
Bk 1 0xAA (PC>HE )
wee 1 0x01 PC LAl il 5l Al s

e 3k 1 0XAA (B >PC)
] 7 2 1 0x01

5.1.3 Init packet

# sk 1 0xAA (PC>i )
= 1 0x02 BAFE A
INIT PACKET Init packet K /) PETE WL: init packet

EEARER 1 0XAA (FE>PC)
] | 5 1 0x02
HEARAT 1 FETG I : AR

5.1.4 Packet header

Bk 1 0xAA (PC>HH)
[ 1 0x03 —BHE L A
OFFSET 4 E P SR LT A A
SIZE 4 H B RORTH R A RN
CRC 4 K ERGRTH R ORI
20 /42
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ERRAK

m

sk 1 0xAA GE B >PC)
i 7 2 1 0x03
FERAY 1 VERE L. A RARAY
5.1.5 Packet
o ask 1 0XAA (PC> )
mas 1 0x04 T2 B0 2
K di <=256-3 PR AL L RAS T+ B 5

\ %

e 3k 1 0XAA (& B >PC)

] 5 1 0x04

R 1 VRIS L. A RARS
5.1.6 Postvalidate

sk 1 0xAA (PC> )

mes 1 0x05 IR S

0=k 1 0xAA G Fr->PC)

W 1 0x05

FEARND 1 VR W FE A0S
5.1.7 Activate&Reset

a0k 1 0xAA (PC>EH)

a5 1 0x06 BOmE AR, AR AL

oSk 1 0XAA (& F->PO)
] 7 2 1 0x06
HER G 1 TPENG W AHRARhD
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52 BFFHare

o FHluEECCRIEREMmL,

i CCHRFAEA R Y o

® FHI A AR BT RCRFIE R IE L B4 o

® RS AIRHL

www.nationstech.com

K% | IUS(Image Update 11-11-11-11-11-11-11-11- Primary [i] 41 - 25 e 5%
Service) 11-11-11-11-00-01-11-11

FHIE RC(Receive 11-11-11-11-11-11-11-11- Write Without 20-244 [i5] A1 42 WS AR AE
Characteristic) 11-11-11-11-00-02-11-11 Response

HHIE CC(Command 11-11-11-11-11-11-11-11- Notiry, Write 20 i WU FFAE
Characteristic) 11-11-11-11-00-03-11-11

® 5 WbankF4K
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Device
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CC characteristic: Update BLE connection interval command=——>

44— (( characteristic: Update BLE connection interval respons g

CC characteristic: Update BLE MTU comman d=———p

4———CC characteristic: Update BLE MTU response

CC characteristic: Query version number and update method comman ==

4= characteristic: Query version number and update method response

CC characteristic: Create dfu_setting and signature file comman d=————)
4 ( characteristic: Create dfu_setting and signature file response

Send file

RC charateristic: Continuously sending data >

Send file:

4—(C characteristic: dfu_setting and signature file transfer finish response

CC characteristic: Create and send firmware comman d=——————————p

A (C characteristic: Create and send firmware response

Sendkfile:
N RC charateristic: Continuously sending data

Send file:

44— CC characteristic: Transfer firmware finish response:

Repeat the steps above until finish all firmware data

CC characteristic: Overall verification of flash firmware command———»

4——CC characteristic: Overall verification of flash firmware response

CC characteristic: Activate partition table and reset comman d=—————————p

4——CC characteristic: Activate partition table and reset response=—————————
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BERRAR
® HbankSZk

Smart phone
App Device

CC characteristic: Update BLE connection interval comman d=—————————p-

Interval update

I

4—C(C( characteristic: Update BLE connection interval response

CC characteristic: Update BLE MTU comman d=————————py

G CC chaaracteristic: Update BLE MTU response:

CC characteristic: Query version number and update method command=——»

4——CC characteristic: Query version number and update method response

CC characteristic: Jump to ImageUpdate comman d=————————————p

¢ CC chaaracteristic: Jump to ImageUpdate response:

discpnnect from and jump to ImageUpdate program, increment MAC addrdss
by one, and restart advertising and reconnect.

CC characteristic: Create dfu_setting and signature file comman d=——p
4 characteristic: Create dfu_setting and signature file response:

S e il g——

RC charateristic: Continuously sending data>
—————send file——p>

4—C( characteristic: dfu_setting and signature file transfer finish response

CC characteristic: Create and send firmware comman d=——————>

44— CC characteristic: Create and send firmware response:

—Send-file=—————p

RC charateristic: Continuously sending data >
Send fil @m—

4————————————(_C characteristic: Transfer firmware finish response

Repeat the steps above until finish all firmware data

CC characteristic: Overall verification of flash firmware command=—>

¢————CC characteristic: Overall verification of flash firmware response=————————

CC characteristic: Activate partition table and reset comman d=———————p

4———CC characteristic: Activate partition table and reset response
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5.2.1 FWHBLEZEBF[RAS

TH I/ NBLEE SR AL, IRBLEAL Sl 5, FHURRERR M B S 8O 28 Nt &, HI B I

5.2.2 EHBLE MTU#4

523 BEHRASMALZT A4

HIERSHE B2

www.nationstech.com

JRIRZ: A € Android FITOS /& B T 1 820 B S B 5 i) B2 a2 o

ATl (CCHRHED

‘

s 1 (FHL->1 8
Be/NERE AR 2 FAL: 1.25MS
i R (AT B 2 i 125MS

SLAVE LATENCY 2 T e 2D i A S
EERER 2 Hfr: 10 MS

T A% (CCRHE)

W

(B #H->FHD

R

PENE L. A IRACAS

IIKRCEFIEMTU, FHEHMTUKR/NR A NBERE, BN & KEMTUE Hia 4.

JREZ: AHEIOSE B I T MTUSER LR 4.

kg (CCRHE)

‘

L) 1 (FHL->B %)
FIMTU RN 2 WG FHL S 5E X

i (CCRHIE)

W

(B&->TFH)

Hrzig

VEIE L. AERACAD

T (CCRHIE)

‘

s 1 (FHL->¥ 8
BT APP 1 142K /N 4 LXDAE S D)
BT APP 1 142K /N 4 LXDAE S D)
HTIMAGE UPDATEJ#] 4 AL CFD
FERAN
HIIMAGE UPDATEJ] 4
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5.2.4 BIEKRIEdfu_settingf 4 Xtk dr 4

EIREK

www.nationstech.com

| PEIA

il (CCRHED

Wi J3 1 3 (E#&->THD
APPIfRA S 4 43X #Bank 1 Version
APP2RR A= 4 43X #Bank 2 Version

IMAGE UPDATE}R 4 7 X KIMAGE
=2 UPDATE Version
F 277 5 1 value meaning WAL X2,
THER RS R T REA N
1 % FEAPP] Bl
U A AR YN IE B W Bank T+
2 & HEAPP2 %,
U SR AN RE A 9% 5 5 Bank
3 % FIMAGE UPDATE T+,
4 Bt AIMAGE UPDATE

B i BRI B dfu_setting SCAFRFTAE R IGIE,  FIW 2 4 342 5 A
Th 20 45 5 ¥ £ iim v AAS F dfu setting 7 ) 40 [X 26 58 38 H CUAS L) [X 3% o

T (CCRHIE)

e 1 4 (FHL->BH)
HDFU SETTING K 4 W% A RCEFAE 42K
2\ SEIEK /N R
JE IS CCRHIE B A1 T HL4%
e e.
#Bootsetting F1%5 44 A2 5 FE i &

LA Ui i 20 Bootsetting #EAT CRC325E #EAEAL UG, 53 A1 EO0S B 728 44 HEAT Bt AG B6

T (CCRHIE)

) VRS 1 4 (EZ>FHD
FHR T 1 PR L BESRHD
5.2.5 RAIEREEFEREFS
® T HLumiE AN A i RCRFIERS R BB ML (8, BdE R/, LR EFECRCRIHGAR -
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EREAR
0 L AIRRCEMEE e T, B CCREEIB A FHIEE & 75 s Th il
o Al (CCHHIE)
e 1 (FHL->H%)
I e B R s M bk 4
ECE e Y2 NN 4 /N5 T2048
[ {4 F AR 6 CRC 4
® [HfFEE N e e A
o BlTeEeSE, WA T E T B BGE T CRCISAE , I F il it 5 NFLASH, 151k 24K FS HhhE,
FESTFLASHI J5 HE[54K .
o gl (CCHHD)
i[85 1 (H#H->FHD
EARAD 1 PER . AR

5.2.6 FLASHE4BARK M4

® WX DU [ AFHEATCRCES, ¥y X R ({1 [ FCRCIAT X EE, IR ISR FHL.
® il (CCHRFE)
) 1 (FHL->B )
® &tk (CCRHE)
W 1 (B H->TFHL
HEA 1 VA WL HHRAEY

5.2.7 BuEaXRME LIS

® LRI AN I o) X X B AT RS, MNP LA &, AT R AL
® k. (CCHRHIE)

s I CFHL-Bt )
® . (CCHRHIE)

Wi 5 1 7 (B F->FH)
HRIY 1 Ve EERACHY

5.2.8 Bk AImageUpdate

® r g (CCRAE)
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W 1 8 (FHL->B%)

(B #&->FHD

EIE L. A RACAD

a0

0

Gy

i)

CRCHH1

HE

N

0

i |

HLF 24
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EIREK

6 LEV®

6.1 JLINKTE

H#EAN32WB03x_SDK \utilities\dfu\JLink\ H 3%

JLink Script

JLink V632
ReadAPP1.bat
ReadAPP2.bat
Readbootsetting.bat
ReadlmageUpdate.bat
ReadMasterBoot.bat

JLink V6323143 F1 45 SEGGER 2 &) il {E (UTLINK T E, F /7 5 B 22 B JLINK BK B A BE 1 F
JLink_Script SCAFJeH A JLink BIA S, F 7 7] BB E2 X0 (Read X X bat ) SCAF 12 H 56 FLASHH (1554

JLinkit A0 FLASHYE R A gm A2 D BE, B2 55 TP A I (JLINKProgramming.bat) SCAH 52 SC I # B Al
HFEIIRE.

6.2 NSUTILTE

HEAN32WB03x_ SDK \utilities\dfu\NSUtiI\ 3443 .
® NSUtil.exe Windows - & #UATFEF o

®  Source L FFAFHNSUtil.exe Hipythonyifil.
® Pythonftid &/, JFKIN[AI4H.

T L SEEL B fg

® Hl{Ebootsetting.bin 4

® HLIJHRPC AL

o WFROITELA

® ECCEHHAMR, HrEs T A
6.3 NSANDROIDUTILTL A

HEAN32WB03x_SDK \utilities\dfu\NS AndroidUtil\3 43¢
® NSAndroidUtil.apk % 543541,

HE T A SCHLTh RE -
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EIREK

® EFOTAT %,
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EIREK

v

BIRE DR

#EAN32WB03x_SDK \projects\n32wb03x_EVAL\dfu\H .

7.1

app_ota
app_usart

common
image _update

masterboot

MasterBootij}-fi#

int main (void)

=i

=

masterboot () ;

*uint32 t*)0x40007014 = Ox00Q00080F;
® ﬂuintEZ_t‘} Ox40007020 = Q0x0002001E;
FWR->VICR_REG = 0x81000000;//set vertor table

RCC->CFG &= ~1;//3et hsi as system clock

while ( (RCC->CFG & (l<<2)))://wait for hsi as system clock

dfu leds config():
dfu led on(LED1 GPICQ PORT, LED GPICLl PIN);
dfu led on(LED2 GPIC PORT, LED GPIOZ PIN);

N5 SCHED INIT (256, 16);:
ns_dfu serial init(};

while (1)
{
app sched execute():
__WFE():
__SEWVI():
__WFE(}):
}

Masterboot(): :HUbootsetting 7 [X 3%, ELHEE AW I0E H AR5 7 5 1 [ 14

RSEPNT 7R R

L AR [
Hrgate e .

SEfE S O AR TR
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EIREK

static void sched evt(veolid * p_event_ data, uintlé_t event_size)

=k
switch (* (uint8_t *)p_event_data)
= i
= case SCHED EVI RX DATA:{
if (m buffer[0] == OxAR)
= {
= switch(m buffer[1l]){
—] case DFU SERIAL CHMD Ping:{
dfu_serial cmd ping():
- tbreak:
= case DFU_SERIAL CHMD InitPkt:{
dfu_serial cmd init pkt(}:
- tbreak:
= case DFU SERIAL CMD Pkt header:{
dfu_serial cmd pkt_ header():
- tbreak:
= case DFU_SERIAL CHMD Pkt:{
dfu serial cmd pkt();
- tbreak:
= case DFU_SERIAL CMD PostValidate:{
dfu serial cmd postvalidate();
- lbreak;
= case DFU_SERIAL CMD ActivateReset:{
dfu serial cmd activate reset();
- lbreak;
= case DFU_SERIAL CHMD JumpToMasterBoot:{
dfu serial cmd jump to master boot():
- lbreak;
B }
B }
- toreak;
-}
}

® R IfnAfEAT, ALER, WAR EAIHL.

32 /42

ERHE AR EBR2A 7 Nations Technologies Inc.
Ak RYHEUXSHIEXERBI9OSEREAKRE

B81%: +86-755-86309900 {£H: +86-755-86169100

#F44: info@nationz.com.cn EB4m: 518057



NQtion »:“ www.nationstech.com

BEREAK
7.2 AppUsarti}i g

® Hi[IJHRAPP 1F2/7-

int main (volid)

X

E]

)

L *(uint32 t*)0x40007014 = Ox000008B0F;

g ® I:u.i.nt32_1:‘}CIJ-H:I:ICITCIE:I = 0x00020018;

3

t PWR->VTOR REG = CURRENT APP START ADDRESS | Ox80000000;

dfu leds config():;

[£] Aif (CUREENT RFF START ADDRESS == N5 RPP1 START ADDRESS) {
dfu led on(LED1 GFIO POET, LED GPIO1l PIN);

telse if(CUORRENT APF STRRT RDDRESS == NS5 APPZ STRRT RDDRESS) {
dfu led on(LEDZ GFIO PORT, LED GFIOZ PIN);

}

N5 SCHED INTT (256, 16);

HE o b M bt W R TR L R

dfu flash initc():
dfu usartl interrupt config():;
dfu usartl enable():
while (1)
=
app_sched execute () :
__WFE()}:
__SEVI():
__WFI():
-}

L R L I S R T S MR o e e

ot
et

® KW M4HT At Tbank 134 &bank 2H, bank1 7 LED1, bank2|+LED2.
® WIMHfbER O,
® ZfhE b .
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BERREAK
static void sched_evt(wvoid * p_event_data, uintlé_t event size)

=1

switch(* (uintd_t *)p _ewvent data)
= {
= case SCHED EVI_EX DATA:{

if(m buffer[0] = 0Oxii)
= {
= switch(m buffer[1]){
= case DFU_SERIAL CHMD JumpToMasterBoot:{
if (m buffer[Z] = Ox0Ul && m buffer[i] == (x0Z && m buffer[4] == Oxl3)
= {
uinti_t cmd[] = {0xR%,DFU_SERIAL CMD JumpToMasterBoot,(}:
serial send data(cmd, sizeof {cmd)):
|:—:|| if (ns_dfu boot_force_usart_dfu(} = false){
uinti_t ecmd[] = {0x%2,DFU_SERIAL CMD JumpToMasterBoot,Z}:
serial send data(cmd, sizeof (cmd)):

E }
- }else
= {

- }break ;

= }break ;

uinti_t cmd[] = {0xAL,DFU_SERIAL CMD JumpToMasterBoot,l}:
serial send data(cmd, sizeof {cmd)):

® A M4, MNPCEMHL, SN DT brd, IR BEAMasterBootFe /¥ -

7.3 AppOTAifiE

249 f**

250 * @brief ble initialization
251 * @Eparam

252 *# @Ereturn

253 * Enote

254 ®/f

255 vwoid app ble init(void)

256 [ {

257 struct ns_stack cfg t app handler;

258 app_handler.ble msg handler = app ble m=g handler;
258 app_handler.user msg handler = app user msg handler;
260 ffinitialization ble stack

26l n2_ble stack init(&app handler);

262

263 app ble gap params initc();

2649 app _ble sec init():

265 app ble adv init():

286 app ble prf init{():

267 fistart adw

268 n2_ble adv_start():

269 }

® il E % T MACHE .
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main. c* |_'] app_user_config.h

|_'] app_ns_ius.c |_'] ns_dfu_ble.c
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switch (input[0]){

case OTA_CMD CONN_PARAM UFDATE:{
Struct gapcC CONn_param CONn_param;

conn_param.intv_min = input[l]<<E8 | input[2]:
conn_param.intv_max = input[3]<<& | input[4]:
conn_param.latency = input[5]<<& | input[&]:
conn_param.time_out = input[7]<<& | input[&]:
app_env.manual conn_param update = 1;

app_update_param(&conn_param);
*output_len = 0;

}break;
case OTA_CMD MTU UPDATE:{
app_env.manual mtu_update = 1;

app_mtu_set (input[l1]<<& | input[2]):
*output_len = 0;
}break;

case OTA_CMD VERSION:{
rc_mtu offset = O;
memset (&m_ota_ image,0,sizeocf(m ota_image)):
uint32_t new_appl_size = input[l]<<24 | input[2]<<l6 | input[3]<<E | input[4];
uint32_t new_app2_ size = input[5]<<Z4 | input[€]<<lé | input[7]1<<& | input[&]:
uint32_t new_image update_size = input[9]<<24 | input[l0]<<lé | input[ll]<<E |

uint32_t new image update version = input[l3]<<24 | input[l4]<<l6 | input[l5]<<E | input[le];

#ifdef APPLICATICN
Dta_selection = 0;

if (CURRENT _APP_START ADDRESS == NS_APP1_START ADDRESS){

input[1l2];

vold ns_dfu ble handler cc(uintf_t const *input, uint8_t input_len, uintd_t *output, uinti t *output_len)

if (ns_bootsetting.appl.size > N5_APP1 DEFAULT SIZE || new_appl_size > N5 APP1 DEFAULT SIZE || new_
if (ns_bootsetting.ImageUpdate.crc == dfu crc3Z((uintd_t *) ((uint32_t *)ns_bootsetting.ImageUpdat

if (new_image update_version > ns_bootsetting.ImageUpdate.version){

AEFECCHRFAE AT 2
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d main.c* d app_user_config.h d app_ns_ius.c d ns_dfu_ble.c -
301
302
303
304 woid ns_dfu ble handler rc(uint8 t const *input, uint3Z_t input len)
305 H{
306 switch(m rc state){
307
308 2 case OTA_RC_STATE_DFU_SETTING:{
308 m rc state = OTA RC_STATE NONE;
310 memcpy (&m_dfu_sectting, input, sizeof(Dfu_setcting t));
311 uint32 t crc = dfu crc3zZ((uintf_t *)&m dfu secting.crc + 4, sizeof(Dfu_setting t) - 4);
312 1 if(crc == m dfu_setting.crc){
313 wintd_t error = O;
314
3151 #if OTA ECC ECDSA SHA256 ENABLE
316 uint® t raw data[sizeof (Dfu setting bank t)*3]:
317 memcpy (raw_data, &m dfu setting.appl,sizeof (Dfu setting bank t)):
318 memcpy (raw_data+sizeof (Dfu setting bank t),&m dfu setting.app2,sizeof (Dfu setting bank t)):
318 memcpy (raw_data+sizeof (Dfu setting bank t)*Z,&im dfu setting.image update,sizeof (Dfu setting bank t
320 uint®_t hash digest[32]:
321 [ if (ERROR_SUCCESS == ns_lib ecc_hash sha2fé(raw_data, sizeof (Dfu setting bank t)*3, hash digest)){
322 S if (ERROR SUCCESS != ns_ 1lib ecc ecdsa verify (ns_bootsetting.public key, hash digest, 32, m dfu se
323 error = 3;
324 - }
325 telsed
326 error = 3;
327 - }
328 #endif
328
330
331 uint®_t response[2Z] = {OTA CMD CREATE OTA SETTING!:
332 response[l] = error:
333 ns_ble ius app cc_send(response,sizeof (response));
334 lelse{
IS uint®_t response[2] = {OTA CHMD CREATE CTZ SETTING};
336 response[l] = 2;
337 ns_ble_ius_app_cc send(response,sizeof (response));
338 }
220

® SbHIRCHHIE fr & M
o HfETIZt, FEM B MkeilfOptions for Target 1 [IIROM 1 AlA fter Build Run#2 J& [(JAPPJ& % 7 .
N BAR T

Options for Target 'N32
|

x

Devige Target |Dutput I Listingl U=zar I CC++ I f=m I Lirukerl Debug I Utilitiesl

ARM ARMCMOD —Code Generation
ARM Compiler: IUse default compiler version 5 j

¥tal (MHz): [12.0

Operaling system: | None j [~ Use Cross-Module Optimization
System Viewer File: W Use MicroLIB [™ Big Endian

| |

[ Use Custom File

— Read/Only Memary Areas — Read/\Write Memory Areas
' default  offchip Start Size Startup default  off-chip Start Size Malnit
™ RoMI: | | C ™ RaMi: | | r
Pl r romz | | r ~ RamM2 | | r
I ™ ROM3: | | e ™ RAMI: | | r
on-chip on-chip
W IROMI: |m1m-1mu |m1cmu &~ W IRAMI: |m20mmm |{n35m r
™ IROMZ: | | . ™ IRAM2 | | r
N,
0K | Caneel | Defanlts | Help |
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Options for Target 'N32WB03x' >
Ilevicel Tarzet I Dutputl Listing User IC,fC++ I A=m I Lin]{erl Debug I Utilities I
Command lterns User Command w Stop on Exi.. 5.
[ Before Compile C/C++ File
[~ Run#1 [ Not Specified [
[~ Run#2 (23| Mot Specified [
[=-Before Build/Rebuild
[~ Run#1 (5| Not Specified [
[~ Run#2 (3| Not Specified [
[=)--After Build/Rebuild
[¥ Run#1 fromelf --bin --cutput=\bin\app_ota.bin \Obje... ljj Mot Specified [

LA utilitiesh dfullmag

BYELERTY (5| Not Specified [

~ T v oo -\

[~ Bun 'Mter-Build’ Conditionally
¥ Beep When Complete [ Start Debugging

0K I Cancel | Defaults | Help |

® IROMI: 0x1004000 Xf5Bank 1fJAPP 12/ 3hlk; Run #2 &2 MAPP1 (Image SC1H 3¢ N X A i

APP1.binXC4)
® IROMI: 0x1020000 X Bank 1/{JAPP 12/ till; Run #2 B2 APP2 (Image L1432 K Xf i AL ik
APP2.bin 1)
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7.4 ImageUpdatei}f#

int main(volid)
=k

*(uint32 t*)0x40007014 = OxOQOOO00BOF;

* (uint32_t*)0x40007020 = 0x00020018;
PWR->VTOR_REG = 0x00000000;
NS_BLE_STACK INIT():

RCC->CFG &= ~1;
while [ (RCC->CFG & (1<<2)));:

bootsetting reset():

app init():
prf_init (RWIP TNTIT);

while (1)
B 1

rwip schedule():
-}

[ P Yy P R e TV - S I T Y O Ty 6 T e Y O = TR Y, Ry (Y Sy

ain.c* |_°'| app_user_config.h J ns_iuss_task.c |_°'| app_ns_ius.c |_°| ns_dfu_ble.c

—|#ifndef APP USER CONFIG H
#d=fine APP USER_CONFIG H_

#include "ns_adv_data_def.h"
f/#include "app.h"
ff#include "user profiles config.h”

f* Device name */
#define CUSTOM DEVICE NHAME "ImageUpdate™
#define CUSTCM BLE MAC ADDRESS ML ORNHZ 2\ T T\ w44\ w55\ xEE6"

S /DIS server configer
#define MANUFACTUREE NAME "HMations"™

BT L L R N A

® HHFMACHM R G —frin—.
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#define OTA ECC_ECDSA SHA256 ENABLE

|#if OTA ECC ECDSA SHR256 ENAELE
Finc ":ia "".3 ecc.

.-rl

K1
® AppOTAMIImageUpdatefs /5 {8 fEOTA ECC_ECDSA SHA256 ENABLEXAN%, f#fE T U626

B4 Crypto
J ns_ecc.c
] sha256.c

] uECC.c

® UiHEEIXE A, LR,

#if OTA_ECC ECDSA SHA256 ENAELE
uinté_t raw_data[sizeof (Dfu_setting bank t)*3];
memcpy (raw_data, &m _dfu setting.appl, sizeof (Dfu_setting bank t))
mencpy (raw_data+sizeof (Dfu setting bank t),&m dfu setting.app,sizecf(Dfu_setting bank_t))
mencpy (raw_data+sizeof (Dfu setting bank t)*2,am dfu setting.image_update,sizecf (Dfu_setting_bkank t));

uintfé_t hash digest[3Z]:
if (ERROR_SUCCESS == ns_lib_scc_hash_sha2Sé(raw_data, sizeof(Dfu setting_bkank t)*3, hash_digest)){
if (ERRCR_SUCCESS != ns_lib_ecc ecdsa_verify(ns_bootsetting.public_key, hash_digest, 32, m dfu_setting.signature)){
error = 3;
telseq
error = 3;
#endif

® Ui Nim RIS B dfu_setting B 54 FH DL _E AT G2

o HIVETH A, [ FHECCKHECRC, FE A N, AIE S SHOITA 4 N3, IRAFEdfu_ setting 1,
NI B dfu_setting/, 1 H S EMPIA R FHMATIRES, WHRIBLERIN, AREFF I IEFS (AP
BEFRFLASHAI S AFLASH ).

® UNSEMMAT(E BREATINE A, IXAE IR A S (S 2T 5, RE MBI ) ORI 1 PR T2
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9.1 &84T (JLINKProgramming.bat) JitAbFH & &

WIN7 F 7R, api-ms-win-core-path-11-1-0.d11Z 2% [ &R IS C:\Windows\System32  H 5.
A ULE HAth 1E b () Windows FEUIN AH [F] B SR 1 d 1T 1 B & R SCHRER AL
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2021.12.22 | V1.1 | AR4ESDK ™ Hrapp ota TFERMCIDELE, THHH WL v 85 40 35
2022.12.28 | V1.2 | BEACN S OSCAROA
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[ BN AR AR (LR RIFRE A TRATAE A GBI SOX i SR B o B REARIA
NIRBEIE SRR PSR SUERRE, [ RS SO Al BEH B R A RISt . £ KR
Wk AR [ AR SRBUZ A U R BOBT RRAS o Xt -0 T a1 SRS A B M2 &3 L2 35 =5 AR AR RAEBCARAN K H
DT 5350, BB AR N T AEMHRBE MRS, IS ROy & s R 5
IBHR RS BUR IR B RERA AR TR B REARI A SR ALE R, BB R
REH RBARVFAT, ARATEANL A ANAG UAEAT 7 2N B A SR AT (] . B Bk ¢, &4k

.
&

42 /42

ERHE AR EBR2A 7 Nations Technologies Inc.
ik FRYHEUREHIEEERRI09SEREAKRE

B81%: +86-755-86309900 {£H: +86-755-86169100

#F44: info@nationz.com.cn EB4m: 518057



	简介
	1  实例演示
	1.1  JLINK烧录演示
	1.2  串口升级演示
	1.3  蓝牙“双Bank”升级演示
	1.4  蓝牙“单Bank”升级演示

	2  FLASH内存分布
	3  数据结构
	3.1  Bootsetting
	3.2  init packet
	3.3 dfu_setting

	4  升级流程
	4.1  串口升级流程
	4.2  蓝牙双bank升级流程
	4.3  蓝牙单bank升级流程

	5  升级命令
	5.1  串口升级命令
	5.1.1  Usart dfu
	5.1.2  Ping
	5.1.3  Init packet
	5.1.4 Packet header
	5.1.5  Packet
	5.1.6  Postvalidate
	5.1.7  Activate&Reset

	5.2  蓝牙升级命令
	5.2.1  更新BLE连接间隙命令
	5.2.2  更新BLE MTU命令
	5.2.3  查询版本号和升级方式命令
	5.2.4  创建发送dfu_setting和签名文件命令
	5.2.5  创建发送固件数据命令
	5.2.6  FLASH固件整体校验命令
	5.2.7  激活分区表和复位命令
	5.2.8  跳入ImageUpdate

	5.3 错误代码

	6  工具讲解
	6.1  JLINK工具
	6.2  NSUTIL工具
	6.3  NSANDROIDUTIL工具

	7  例程讲解
	7.1  MasterBoot讲解
	7.2 AppUsart讲解
	7.3  AppOTA讲解
	7.4  ImageUpdate讲解

	8  加密讲解
	9  常见问题
	9.1  运行《JLINKProgramming.bat》批处理问题

	10  版本历史
	11  声明

